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Spotlight on security:   
New safeguards for client information 

There are many benefits to working in today’s digitally enabled law firm – enhanced 
and accelerated service, flexibility, and business agility are a few. However, those 
benefits come with potential risks. Beyond the financial aspect, there is opportunity 
cost following a breach or compromise stemming from long-term reputation  
damage and loss of trust. To protect sensitive or confidential information while 
keeping up with client demands, it’s critical to examine your firm’s security posture in 
these six areas:

1 Encryption 
This is foundational to masking identifiable 
information from cybercriminals. Combining devices 
and applications that feature multiple layers of 
encryption creates a secure end-to-end path 
between hardware and software for safe transfer and 
sharing of data.

2 Mobile considerations
One major reason encryption is so important is the 
rise of today’s “mobile-first” attorneys, who regularly 
use company-issued or BYOD smartphones and 
tablets. Prevent mobile devices from becoming points 
of failure by employing mobile-specific security 
features such as real-time encryption and using 
virtual private networks (VPN) for WiFi connection.  

Law Firms Are a Costly 
Cyber Target

Forbes reported 1,300 average 
daily cybercrime incidents in 
the U.S. alone in 2019, at a total 
cost of more than $3.5 billion. A 
2018 American Bar Association 
survey revealed that nearly 
a quarter of law firms have 
experienced a data breach at 
some point. The percentage of 
firms that have experienced a 
breach generally rose as the 
size of the firm increased, with 
42 percent of firms with 50-99 
attorneys noting past incidents.

https://www.forbes.com/sites/daveywinder/2020/02/13/the-fbi-issues-a-powerful-35-billion-cybercrime-warning/#6a9beb41187f
https://www.americanbar.org/groups/law_practice/publications/techreport/ABATECHREPORT2018/2018Cybersecurity/


4 Cloud enablement
Superior security is one of the major reasons for 
the growth in cloud-stored data. Because cloud 
services typically employ more complex security 
methods than local servers, they provide an added 
level of protection.

5 Security standardization
Consistency in security procedures and 
requirements complements the technological 
aspects of any organization’s security posture. 
Without formalized standards and consistent 
adherence enforcement of those standards, your 
firm may be left vulnerable by ad hoc processes 
or practices that are not robust enough to shield 
against cyber attacks. 

6 Employee empowerment
Finally, no matter how secure technologies are, 
employees are still the key to maintain data privacy 
and confidentiality. Equipping teams with regularly 
updated training and education tools, along with 
adherence requirements, gives them ownership in 
safeguarding sensitive information. 

Need more information on ways to protect your clients and your firm’s data? 
Visit the Philips Dictation website or email us at info.na@speech.com to learn more 
about secure, state-of-the-art speech-to-text solutions designed for the needs of 
the legal industry. 

Responsibility to Safeguard 
Digital Client Data

The American Bar Association 
acknowledges that hacking and data 
loss are inevitable, aligning with law 
enforcement opinion that it should 
be discussed as a matter of “when” 
and not “if.” (Formal Opinion 477R, 
May 2017) As such, the organization 
added comment to Model Rule 
1.1 in 2012 to broaden attorney 
competence requirements to include 
the benefits and risks associated 
with relevant technology. As of 
September 2019, 37 states adopted 
this or a variant of the comment. 

3 Access management
PIN or biometric-protected devices, role-
based permissions for various applications, and 
password complexity requirements should be 
used to maintain data security. When introducing 
new technologies into your firm, it’s important to 
look for solutions integrated or compatible with 
these types of functionalities.

http://www.philips.com/speech
mailto:info.na%40speech.com?subject=
https://www.americanbar.org/content/dam/aba/administrative/law_national_security/FO%20477%20REVISED%2005%2022%202017.authcheckdam.pdf
https://www.lawpracticetoday.org/article/cybersecurity-attorneys-legal-ethical/

